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Laptop Win XP

Quelques outils ...

L[] 8 software

i

Serveur Unix

WMQ 6.0.24

Hypothese de base : I'attaquant a un acces IP a I'attaqué.
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L[] 8 software

Jest n°1

N GHESEE MR GORRUENPOHCORRUMNIEMIOMICoRRUL:
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— Jh 192.168.0.8
— ort du listener : 1414

___J.. I'i'sation MQJE depuis un poste Windows
e = (tilise le canal SYSTEM.ADMIN.SVRCONN

i
a_
=)
P
—

e Reésultat : Full Access

— Sans authentification sur le serveur Unix

— Le « hacker » a les droits « mgm » sur le serveur
(en fait les droit du compte sous lequel s’exécute le listener)
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File View Tools Help
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Priserde controle desSEGO!

ELE R

(1 1BM MO Series
@ [ Queue Managers
© F) SECO on dali(1414)
[0 Queuss
@ [ Advanced
A channels
[C3 client Conner
(A Process Defin
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[ dms

Name

|| Open Input Count

|| Open Output Count

|| Current Depth

|| Maximum

[l TEST.ZECO

0

4 Message Browser

Oueue: TEST.SECD

0

1
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L[] 8 software

Position

Put DaterTime

LIger |dentifier

Fut Application Mame

Format

Data Le

Mecsage Dats

ADNaunting Token

Anpli
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All queues refreshed
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L[] 8 software

Ensuite; ?

SINAZIdiautres Qmgr sur le reseau, mais ...
B dresse IP. non connue
=RP0nt listener non connu
SHom @mgr non connu
Canaux SVRCONN non connus

—> Utilisation d’un outil de scan MQ Open Source

(merci Roger Lacroix !)
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L[] 8 software

Resultat

MgrName,Version,ChannelName,hostname/IP_Address,Port
5ECO,600,SYSTEM.DEF.SVRCONN,192.168.0.8,1414
S| CO 600,SYSTEM.AUTO.SVRCONN,192.168.0.8,1414

-'— SECl 600,SYSTEM.DEF.SVRCONN,192.168.0.8,1501
- SEC1,600,SYSTEM.AUTO.SVRCONN,192.168.0.8,1501

SEC2,600,SYSTEM.DEF.SVRCONN,192.168.0.8,1502
SEC2,600,SYSTEM.AUTO.SVRCONN,192.168.0.8,1502
SEC2,600,SYSTEM.ADMIN.SVRCONN,192.168.0.8,1502
SEC2,600,ADMIN.SVRCONN,192.168.0.8,1502
SEC3,600,SYSTEM.DEF.SVRCONN,192.168.0.8,1503
SEC3,600,SYSTEM.AUTO.SVRCONN,192.168.0.8,1503
SEC3,600,ADMIN.SSL,192.168.0.8,1503
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‘h G software
flestnf2.; Attague SECI™

—

S AGRESEE I PAGORRUE MPOHEONRLHAGHIQM connuL:
— SEC1
=S 192.168.0.8
= Poertidurlistener : 1501

SUtilisation MQIE depuis un poste Windows

SEREsUltat : 2035 - Denied, car le canal
e SYSTEM.ADMIN.SVRCONN contient un MCAUSER invalide

i =~
- o
F

——— . )
. = 4 MQSeries error

- e Unknown error: com.bm.mig.MQE=ception: Completion Code 2, Reason 2035

5" SYSTEM.ADMIN.SVRCONN - Propriéiés

Variante : Suppression du canal

Annuler
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_i WebSphere. EIIVEL:
Attague SEC1 ~altermative™ —

fEation dilin compte « mgm »
IMENaPLOP

Isatlon du MO71 &% Client Channel Definition
Channel Name SYSTEM.DEF.SYRCONN -

= " ' Entree par le canal Chomel e clewcameston
— — SYSTEM.DEF. SVRCONN St

Transport Type TCPHP

— parametre MCAUSER — Connection Name dali[1501)

Local Address

Max Message Length
Heartbeat Interval
Security Exit
Security User Data

Delete Cancel
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S

Priserde controle desSEGI*

g. SEC1/Queue List  Last Refresh on Thu - 25 Sep 2008 (17:27:40) [ |[B|[X]

Queue Name* -
Queue Type
2

~ |

SYSTEM.CICS.INITIATION.QUEUE Local
SY5S5TEM.CLUSTER.COMMAND.QUEUE Local

arget Queue Manager|5EC1 |

arget Queue |TE5T.EEE1 j

Message Length |—1 Persistent |
SYSTEM.CLUSTER.REPOSITORY.QUEUE Local  |MESsage Count 1 Syncpoint |

SYSTEM.CLUSTER.TRANSMIT.QUEUE Local |File Name | &
SYSTEM.DEAD.LETTER.QUEUE Local =5sage
SYSTEM.DEFAULT.ALIAS.QUEUE Alias SEC1 HACKED
| SYSTEM.DEFAULT.INITIATION.QUEUE Local
SYSTEM.DEFAULT.LOCAL.QUEUE Local
SYSTEM.DEFAULT.MODEL.QUEUE Model
SYSTEM.DEFAULT.REMOTE.QUEUE Remote
SYSTEM.MOEXPLORER.REPLY.MODEL  Model
SYSTEM.MQSC.REPLY.QUEUE Model
SYSTEM.PENDING.DATA.QUEUE Local
TEST.SECI Local

| ~|| 28728
m | Cancel

k. MQPUT from 'SEC1’ E]['>__<ﬁl

-

F B

© Demey Consulting, 2008 Guide MQ du 30 Septembre 2008



‘h G software
Attague SEC2»

<

Ou le

.

1192.168.0.8,1502

¢ Canal SVRCONN specifique pour I'administration
— Avec MCAUSER = « mgm »
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‘ R N software
Prisede controle desSEE2"

g SEC2/Channel 25 Sep 2008 (17:43:23) [= |[B)X]

z X
Channel Name ADMIN.SVRCONN 2 I
Channel Type Server Connection
Replace
- - 1 F—mT —m -‘
DEEpien ¥, SEC2/Channel Status List 25 Sep 2008 (17:42:51) [ |[B)X]
Transport Type TCP/IP . e
Channel Name §. SEC2/Queue List  Last Refresh on Thu - 25 Sep 2008 (17:37:16) [= |[BfX]
Max Message Length 4194304 Instance Type Current Queue Name’f‘
MCA Userld Imgqm ﬂ Queue Type
& = =3k
Heartheat Interval 300 * | J* | Ea B
K.eendlive In Auitn S o
, \ P SYSTEM.CICS.INITIATION.QUEUE Local D ~
1 %] B, MOPUT from 'SECZ |_- |||:||r5_(| ONN Running SYSTEM.CLUSTER.COMMAND.QUEUE Local 0
e SYSTEM.CLUSTER.REPOSITORY.QUEUE  Local 1
arget Queue ManagerSEC?Z h SYSTEM.CLUSTER.TRANSMIT.QUEUE Local 0
SYSTEM.DEAD.LETTER.QUEUE Local 0
arget Queue |TE5T.5EC2 j SYSTEM.DEFAULT.ALIAS.QUEUE Alias
. SYSTEM.DEFAULT.INITIATION.QUEUE Local 0
E Message Length -1 Persistent | SYSTEM.DEFAULT.LOCAL.QUEUE Local 0
g it [ SYSTEM.DEFAULT.MODEL.QUEUE Model
IEEHANE Lo L SEDOI SYSTEM.DEFAULT.REMOTE.QUEUE Remote
File Name | = SYSTEM.MQEXPLORER.REFLY.MODEL  Model
pessage SYSTEM.MQSC.REPLY.QUEUE Model
: SYSTEM.PENDING.DATA.QUEUE Local 0
|SEC2 HACKED ! us display refreshed TEST.SEC2 Local 0 =
| |
m Usage... Browse...

Cancel
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Attague SEC3w

. 0
3 C 'of’ [glration :
SCamaux SYRCONN par defaut « fermés »

.—?-_ ~(Canal d’administration specifique protége par SSL

T e
.-l-r_...- -

e pr—
- jp— —

® Attention si WMQ < 6.0.2.2 > bug « DEFCON »
J @mgr inviolable ?
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R N software

.

Attague SECSs

SREiEAion diun Omgr sur le/laptop
Seransformation du [MHNIN [

-
i
- g—

e
-
=0
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_i WebSphere. EIIVEL:
Attague SEC3w i

Creztion] cUsl[eTEl e

))o)]rlte]
i i fiii ﬁu@uﬁﬁ"de SEC

SeNmes5age
Ji\ 3 CONN &

S WICAUSER 5 « 00
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‘ R N software
Priserde contriolelSEGS™

k. SEC3/Queue List Last Refresh on Thu - 25 Sep 2008 (18:33:17) [= |[B[X]

Queue Namt:|* -

Queue Type \ ———r——
fte SEC3/Channel Status List 25 Sep 2008 (18:34:38) |-
2| “ S(=1E3
= | Channel hlamt:|* v|

Instance Type Current
SYSTEM.CHANNEL.INITQ Loca J
SYSTEM.CHANNEL.S5YNCQ Loca
SYSTEM.CICS.INITIATION.QUEUE Loca ||
SYSTEM.CLUSTER.COMMAND.QUEUE Loca
SYSTEM.CLUSTER.REPOSITORY.QUEUE  Loca

= Eal=IEE

-

T R

unning Running

SYSTEM.CLUSTER.TRANSMIT.QUELUE Local HACKBE

SYSTEM.DEAD.LETTER.QUEUE Lo i funning Running localhost[14144] SECA
SYSTEM.DEFAULT.ALIAS.QUEUE Alia: Hunning Running SECA
SYSTEM.DEFAULT.INITIATION.QUEUE Loca

| SYSTEM.DEFAULT.LOCAL.QUEUE Loca
SYSTEM.DEFAULT.MODEL.QUEUE Mody

SYSTEM.DEFAULT.REMOTE.QUEUE Rem

SYSTEM.MQEXPLORER.REPLY.MODEL  Mods

SYSTEM.MQSC.REPLY.QUEUE Modd

SYSTEM.PENDING.DATA.QUEUE Loca] | 313
TEST.SEC3

Loca m | Cancel
| Cancel

Queue list refreshed
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. |Max Message Length 4194304 Short Retry Count 10
~ |MCA Type Process Short Betry Interval 1]

.‘ WEhSphere; software
liaison, SEC3 > SEG4s

——

g. SEC3/Channel Last Refresh on Thu - 25 Sep 2008 (18:36:13) [ |[B]|
o
Channel Name SEC3.5ECA j

Channel Type Sender

Heplace
Description
: NPM Speed Fast
Transport Type
Connection Name 10.101.0.43[14144)

Local Address

Header Compression MNone

+

Message Compression None

Transmission Queue SECA

ABatch Size 50 +

MCA Userld Long Retry Count 9999994999
Batch Interval 0 Long Retry Interval 1200

Mo
RC4_MD5_EXPORT
'CN=SEC4,0="Demey Consulting",C=FR!

Hearthe at Interval J0o Data Conversion

KeepAlive Int Auto SSL Cipher Spec
Batch Heartbeat 1] Scl Peer Name

b

Disconnect Interval G000

| =~
m Update Start Start/Stop... Create Status... Cancel
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softwar

/A ~ /i
|@
(N ]
. - ~ P
SlISauonrae a fia C C @
. 41Queue ast Re o
Queue Name|* -
Add Locatio u Queue Type
Location SECA Queue Manager/SEC4 = 1?!]%1 ;
Connection lOptiunsl Munituring] Expuﬂ] F'uh.i'Suh]
QM Group | De g A
Network Names : : MIN. QM - 1_ |
Via OM SEC3 ) Channel Name HACKE6 6 SYSTEM.ADMIN.STATISTICS.QUEUE 0 _
e e e T A T RoUTE e =
Reply Queue \| / - SYSTEM.AUTH.DATA.QUEUE 59 ;
Reply Prefix — |Description g INITQ o ]
Command Queue/SYSTEM.ADMIN.COMMAND.QUEUE  |Transport Type TCRAIP SYSTEM.CHANNEL.SYNCO 0 |
. SYSTEM.CICS.INITIATION.QUEUE i} |
Server Queue | Connection Name [192.168.0.8[1503) g s 0 1 0 ]
Client Iv Configure Userid [ MVS | JLocal Address SYSTEMCLUSTERREPOSITE]FWQUEUE : 1 |
Retry Interval|0 Disconnect IntervalMax Message Length 8YSTEM.CLUSTER.TRANSMIT.QUEUE o |
Heartboat Interal SYSTEM.DEAD.LETTER.QUEUE o ]
eartbeat Interva SYSTEM.DEFAULT.ALIAS.QUEUE . |5
| Security Exit o 1
add Security User Data i :
Send Exit '!
Send User Data |
|
o |
ok Delete ES o v
| =l 28i28
Cancel




L[] 8 software

h
Bilan,des risques

SWAYSence de securite
=Nnstallation de base

F\Jw avation du risque
= AJout aitun MCAUSER

; ecurlte par 'obscurite

" —

— Creation d’'un canal specifique

o Ob]ets par defaut
— Ne rien oublier

e Acces de type proxy
— Un risque pour les liens inter-societés
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L[] 8 software

Sejutiens ?

SESEVEnrsIM@ren DIMZ applicative
SII\Blitraliser les objets par défaut
o _,jg _tlfler les partenaires via SSL
SIVIGAUSER systematique

= “SEDrojtsidiacces aux objets

=
- o li—

& Audits réguliers
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